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Abstract 

In this era of digital communication, data security is of utmost importance particularly across 

networks. The proliferation of computer networks and open systems on the one hand has made 

accessibility more convenient on the other hand they have introduced vulnerabilities, exposing 

data transmission to risks from unauthorized interception or exploitation by malicious entities. 

Adware, Trojans and other categories of Malwares pose threats to software security, while 

internet protocols like Hyper Text Transfer Protocol (HTTP) are susceptible to exploitation, 

leading to data breaches and unauthorized access. This work focused on analyzing the security 

vulnerabilities within the Akanu Ibiam Federal Polytechnic (A.I.F.P.U.) website, a pivotal tool 

in managing and facilitating the learning process. Through the implementation of Wireshark, 

a network protocol analyzer, data packets transmitted via the HTTP protocol were captured 

and analyzed to identify potential risks, particularly regarding usernames and passwords. The 

discoveries highlight significant security gaps within the A.I.F.P.U. website, emphasizing the 

urgent need for enhanced security measures. Recommendations included the implementation 

of Hyper Text Transfer Protocol Secured (HTTPS) protocol, adoption of Multi-Factor 

Authentication (MFA), active monitoring of website logs, regular password changes, and 

hashing passwords before storage. Implementing these recommendations would significantly 

enhance the security posture of the A.I.F.P.U. website, mitigating potential risks of data 

breaches and unauthorized access. Furthermore, the study underscores the importance of 

utilizing tools like Wireshark for assessing data traffic security, thereby fortifying the overall 

security of web applications. 
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Introduction 

Ensuring data security is paramount in the realm of data and information communication 
across networks. With the proliferation of computer networks and the advent of open systems, 
accessibility to networks has become more convenient (Kim, Lee, & Lim., 2020). However, this 
accessibility also brings forth vulnerabilities, putting the transmission of data at risk from 
unauthorized interception or exploitation by malicious entities (Ahmad., 2020). Moreover, the 
security of software is equally crucial in maintaining data integrity. Software, which facilitates 
various tasks on computers, can also harbor threats such as malware, including categories like 
malware (44%), Adware (38%), and Trojans (18%) (Dodiya, & Singh, 2022; Varghese & Muniyal, 
2021). These malicious software not only disrupt operations but also pose risks to the security 
of user data. Furthermore, internet protocols like HTTP, commonly used for accessing 
websites, are susceptible to exploitation. Despite its convenience, this technology presents 
security loopholes, often leading to data breaches and unauthorized access to user accounts 
(Malek & Amran. 2021). The A.I.F.P.U. website serves as a pivotal tool in managing and 
facilitating the learning process. It provides avenues for access to online real time course 
registration, fees payments, hostel allocation, results checking, e.t.c. Its flexibility allows users 
to engage anytime, anywhere, using diverse devices. Given the significance of data security, it 
is imperative to address potential vulnerabilities within the A.I.F.P.U. platform. Failure to do so 
may expose sensitive user data, thereby increasing the risk of data breaches and compromising 
campus data security. Consequently, conducting research on implementing security analysis 
tools like Wireshark on the A.I.F.P.U. website is crucial. The insights gleaned from such 
research can inform recommendations to bolster the platform's security measures and 
mitigate potential risks effectively. Therefore, prioritizing research in this area is paramount to 
safeguarding user data and maintaining the integrity of the A.I.F.P.U. platform. 

Literature Review 

A Portal refers to a technical tool designed to oversee and streamline the entirety of the online 
learning process (Wang, Xu & Yan. 2010). It serves as a software application utilized by 
educators within educational institutions such as universities, polytechnics, colleges, and high 
schools as internet-based applications processing platform.  By using a portal, Staff and 
students can perform certain tasks real time from separate locations. The functions provided 
by a portal to educational institutions are managing user access rights, managing courses, 
managing activities, managing grades, displaying grades and transcripts and making payments 
so that it can be accessed using a web browser.  

Hypertext Transfer Protocol (HTTP) stands as an application network protocol facilitating the 
transmission of information between server and client computers. Servers, repositories of 
diverse information, primarily serve to deliver services to connected clients (Ritinder. 2019). 
Clients, typically web browsers, access, receive, and display content retrieved from servers. 
HTTP stands as the predominant protocol on the internet, with abundant resources accessible 
online (Iqbal. & Naaz. 2019). However, HTTP lacks inherent security measures, posing risks 
such as data leakage. Implementing Secure Sockets Layer (SSL) certificates can enhance 
security, albeit potentially affecting accessibility and redirecting HTTP pages.  

Sniffing represents a cybercrime tactic wherein perpetrators intentionally or unintentionally 
intercept others' usernames and passwords (Malek & Amran. 2021). Sniffing involves capturing 
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data packets traversing a computer network, facilitating monitoring and capture of network 
traffic and potentially exposing confidential information like usernames and passwords. 
Effective network sniffing aids in optimizing network performance, identifying potential security 
breaches, and bolstering network security.  

Wireshark, a network protocol analyzer, records and displays detailed packet data, primarily 
employed in network management to ensure functionality and monitor network activities 
(Ahmad. 2020; Iqbal & Naaz. 2019). Formerly known as Ethereum, Wireshark, developed by 
Gerald Combs in 1988, is renowned for its ability to capture and analyze packets across both 
wired and wireless networks. Administrators leverage Wireshark to monitor and analyze 
network data, benefiting from its capacity to save captured data for subsequent analysis across 
various network types, including Ethernet, IEEE 802.11, and Point-to-Point Protocol (PPP) (Kim, 
Lee & Lim. 2020).  

Jaya, Dewi & Mahendra (2022) employed Wireshark to analyze a Learning Management System 
(LMS) website. By capturing network traffic, they identified the use of the unencrypted HTTP 
protocol, exposing the system to potential vulnerabilities. Their work further highlights 
Wireshark application’s ability to detect the lack of secure protocols essential for protecting 
sensitive data transmission such as HTTPS. 

Methodology 

In this study, the authors use data collected by capturing packets using the Wireshark 
application. The data is accessed from the website of A.I.F.P.U., namely. 
akanuibiamfedpoly.net, using the HTTP protocol. Figure 1 shows the research flowchart on the 
implementation of the Wireshark application in data security analysis on the A.I.F.P.U. website 
carried out at akanuibiamfedpoly.net. The first process that must be done is to activate the 
Wireshark application by selecting a Wi-Fi network, then we must visit the website address 
after waiting for Wireshark to retrieve packets through the browser. Turn off or stop packet 
capture in Wireshark while packets are being fetched to make it easier to analyze the packets.  

Filter using HTTP, then search for packages via the posting method and analyze the contents of 
those packages. 

                                    

                                                  Figure 1: Research flowchart 
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Result 

Implementing the Wireshark application for data security analysis on the A.I.F.P.U. website 
involves initially examining the website through HTTP and employing Wireshark for packet 
sniffing to acquire usernames and passwords. The process entails several specific steps. 
Firstly, the Wireshark application is launched. For this investigation, the authors utilize data 
obtained by packet capture using Wireshark. The data originates from the A.I.F.P.U. website, 
accessed via the HTTP protocol. The version of Wireshark employed is 4.2.3 on the Windows 
platform. Figure 2 below displays the initial interface of Wireshark version 4.2.3 Additionally, 
Figure 3 depicts the ping process on the A.I.F.P.U. page. 

 

Figure 2: Initial display of Wireshark 4.2.3 

 

 

Fig 3. Ping display on akanuibiamfedpoly.net using command prompt 
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The next step involves specifying the HTTP address, utilizing 
http://www.akanuibiamfedpoly.net/site/login for the sniffing process aimed at acquiring 
usernames and passwords. Figure 4 displays the appearance of the Akanu Ibiam Federal 
Polytechnic Unwana website page, while Figure 5 depicts the "not secure" view, resulting from 
the website's reliance on the HTTP protocol. This lack of security poses risks when accessing 
the Akanu Ibiam Federal Polytechnic Unwana website. To gain a comprehensive understanding 
of the underlying conditions behind the "not secure" status, Wireshark can be employed for 
sniffing actions on the Akanu Ibiam Federal Polytechnic Unwana website. This allows for a 
deeper examination of the potential vulnerabilities and insecurities present. 

 

Fig 4. Akanu Ibiam Federal Polytechnic Unwana Website Page Display 

 

 

Fig 5. “Not secure” display on Akanu Ibiam Federal Polytechnic Unwana web page 
 
The third step involves utilizing Wireshark to capture data. Upon launching the Wireshark 
application and configuring akanuibiamfedpoly.net access, it will commence capturing both 
incoming and outgoing data. The initial view of the data retrieval page (sniffing) in Wireshark is 
illustrated in Figure 6. Subsequently, Figure 7 displays the presentation of the data retrieval 
(sniffing) page within the Wireshark application. 
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Fig 6. Initial View of the Data Capture (Sniffing) Page Using Wireshark  
 

 
Fig 7. Process Display of the Capture Data (Sniffing) Page Using Wireshark  
 
The fourth step involves testing. Once the Wireshark application has been used for the sniffing 
process, the researchers proceeded to access the akanuibiamfedpoly.net website. Entered 
the username and password on the designated fields provided. Figure 8 illustrates the 
appearance of the username and password page on the akanuibiamfedpoly.net website. 
Upon successful login, Figure 9 depicts the dashboard page display. 
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Fig 8. Username and Password Page Display on Akanu Ibiam Federal Polytechnic Unwana 
web page 
 
 

 

  
Fig 9. Dashboard Page Display When Successfully Logged into akanuibiamfedpoly.net 
 
 
The fifth step involves stopping the data collection process. To do this, the researchers 
navigated back to the Wireshark application and terminated the ongoing capture by selecting 
"stop capture". Next, inputted the HTTP command in the filter and choose "POST" from the 
info section. Once the data collection was finished, the researchers proceeded to search for 
relevant information. Within the POST data, details such as the source IP address 
(192.168.43.17) and destination IP address (192.169.213.3) were found. Additionally, various 
information are present within the HTTP data. To locate the previously entered username and 
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password, focus on the HTML form. The analysis of POST packet during the login process is 
illustrated in Figure 10. 
 

 
Fig 10. Analysis of Login POST Packages  
 
The final phase involves examining the outcomes. The utilization of the Wireshark application 
for sniffing usernames and passwords has proven effective. By scrutinizing the captured data 
within the designated network, it's possible to discern the username and password within the 
POST data packet. The encryption-protected HTML page exhibiting the retrieved username 
and password is illustrated in Figure 11. 
 
 

 
Fig 11. HTML Page Display Showing Username and Password Visible Without Encryption.  
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Conclusion and Recommendations 
 

The findings reveal that the Wireshark application is effective in identifying vulnerabilities 
within the akanuibiamfedpoly.net infrastructure owned by Akanu Ibiam Federal Polytechnic 
Unwana, Afikpo, Ebonyi State of Nigeria. Analysis conducted through Wireshark on 
akanuibiamfedpoly.net, utilizing the HTTP protocol, clearly exposes the absence of 
encryption, posing a significant risk to user data security. To mitigate these vulnerabilities and 
enhance the protection of sensitive information within the Akanu Ibiam Federal Polytechnic 
Unwana web portal, several recommendations are proposed: 
 
1. Implementation of the Hypertext Transfer Protocol Secure (HTTPS) protocol: This would 

bolster communication security by encrypting data transmitted between users and web 
servers, thus safeguarding against potential leaks of confidential information like 
usernames and passwords. 
 

2. Adoption of Multi-Factor Authentication (MFA): Integrating MFA into the login process 
adds an extra layer of security, making unauthorized access to devices, networks, 
databases, or sensitive data more challenging for malicious actors. 

 
3. Active monitoring of website logs: By continuously monitoring and analyzing various logs, 

including database logs, web server logs, firewall logs, and intrusion prevention system 
(IPS)/intrusion detection system (IDS) logs, anomalies in system access can be promptly 
identified and addressed. 

 
4. Regular password changes: Enforcing periodic password updates helps maintain data 

security by reducing the risk of unauthorized access. Additionally, implementing 
standardized password requirements, such as a minimum length of 12 characters and 
inclusion of uppercase letters, lowercase letters, numbers, and special characters, 
ensures passwords offer adequate protection against potential breaches. 

 
5. Hashing passwords before storage: By hashing passwords before storing them in the 

database, sensitive information remains secure even in the event of a database breach, 
as the original passwords are not easily decipherable. 

 
Implementing these recommendations would significantly enhance the security posture of 
the Akanu Ibiam Federal Polytechnic Unwana web portal, safeguarding against potential data 
breaches and unauthorized access. Furthermore, it is advisable for website developers to 
utilize Wireshark to assess data traffic security, thereby fortifying the application's overall 
security deportment. 
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